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Essential Properties
of Secure Connected Devices

PSA Certified’s 10 Security Goals
and Microsoft’s Seven Properties
of Highly Secured Devices

Rob Smart, Senior Principal urity Architect, Arm (a PSA Certified Co-founder)
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Ultimately, the call-to-action is simple: security
is everyone’s responsibility, and we need to rally
together to advance the security of the loT.



https://www.psacertified.org/
https://www.microsoft.com/en-us/research/publication/seven-properties-2nd-edition/
https://www.microsoft.com/en-us/research/publication/seven-properties-2nd-edition/

What are the
Microsoft Seven
Properties of Highly
Secured Devices?
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The Seven Properties
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of Highly Secured Devices

Is your device highly secured or does
it just have some security features?

Hardware Root of Trust

Is your gdevice's identity and softwsre
integrity secured by hardware?

Defense in Depth
Does your device remain protected

syen if some sscurity mecnsnism
is defeated?

Small Trusted Computing Base

I3 your device's security-
enforcement code protected
from bugs in application code?

Dymamic Compartments

Canyour device's security
improve sfter deployment?

Password-less Authentication

Dioes your device
suthenticate itself?

Error Reporting

Dioss your device report back errors
to give you in-field swareness?

Renewsble Security

Diossyour device software
updste sutomaticalhy?

aka.ms/7 properties



https://www.microsoft.com/en-us/research/publication/seven-properties-2nd-edition/
https://www.microsoft.com/en-us/research/uploads/prod/2020/11/Seven-Properties-of-Highly-Secured-Devices-2nd-Edition-R1.pdf
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